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Abstract
Printer fingerprinting techniques have long played a critical

role in forensic applications, including the tracking of counter-
feiters and the safeguarding of confidential information. The
rise of 3D printing technology introduces significant risks to
public safety, enabling individuals with internet access and
consumer-grade 3D printers to produce untraceable firearms,
counterfeit products, and more. This growing threat calls for a
better mechanism to track the production of 3D-printed parts.

Inspired by the success of fingerprinting on traditional 2D
printers, we introduce SIDE (Secure Information EmbeDding
and Extraction), a novel fingerprinting framework tailored
for 3D printing. SIDE addresses the adversarial challenges
of 3D print forensics by offering both secure information em-
bedding and extraction. First, through novel coding-theoretic
techniques, SIDE is both break-resilient and loss-tolerant,
enabling fingerprint recovery even if the adversary breaks
the print into fragments and conceals a portion of them. Sec-
ond, SIDE further leverages Trusted Execution Environments
(TEE) to secure the fingerprint embedding process.

1 Introduction

3D printing is revolutionizing the consumption and distribu-
tion of goods, but also introduces unprecedented security risks
that are absent in traditional 2D printing. With internet access
and commercial 3D printers, individuals can fabricate untrace-
able firearms (ghost guns [1], [2]) and other illicit items, with
little to no technical expertise. For example, one such weapon
was implicated in the recent killing of Brian Thompson, the
CEO of UnitedHealthcare [3], [4] (Fig. 1). To assist authori-
ties and law enforcement in addressing these threats, forensic
techniques offer a promising path forward.
Existing Fingerprinting Solutions: Fingerprinting is a
widely employed forensic technique that embeds uniquely
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Figure 1: (a) Renderings of a Glock 19 frame design. (b)
Fingerprinting fails when the frame is broken, with portions
missing.

traceable data into printed documents, e.g. timestamps, ge-
olocations, and printer IDs. These embedded fingerprints can
subsequently be extracted to trace the perpetrator. In the realm
of 2D printer fingerprinting, existing approaches generally fall
into two broad categories: active and passive methods. Active
methods involve deliberately placing invisible markers (e.g.,
a grid of dots [5] or traits from modulated laser intensity [6]).
Passive methods, on the other hand, rely on inherent varia-
tions of individual printers, including imperfections or speed
fluctuation patterns in specific printer components [7]. Ex-
tending these concepts to 3D printing, current fingerprinting
efforts have explored a variety of techniques, e.g., embedding
tags on the object surface by varying layer thickness [8] or
printing speed [9], altering layer material [10], inserting cavi-
ties [11], embedding RFID tags [12] or QR codes [13], [14],
and inserting acoustic barcodes using surface bumps [15]. In
addition, some studies focus on intrinsic signatures unique to
3D printers, including characteristics of stepper motors [16]
and heat systems [17]. Despite the comprehensiveness of vec-
tors investigated in previous studies, there is little focus on
the resiliency of the fingerprint against an active adversary,
who may tamper with the embedding software or destroy the
fingerprint by breaking the printed tools.

Resilient 3D Fingerprinting Solution under Adversaries:
To protect the integrity of 3D printing in adversarial scenar-
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Figure 2: Law Enforcement Agencies Fail Fingerprinting

ios, we proposed SIDE, a framework for Secure Information
EmbeDding and Extraction, designed to enhance the re-
siliency of the fingerprint. This necessitates cyber-physical
protection of the fingerprint in both the physical printed part
and the digital process that embeds the fingerprint. In this
work, SIDE tackles two key technical challenges.

Preventing Information Corruption: An adversary who is
fully aware of the embedding method can tamper with the
embedded fingerprint by breaking the object and hiding some
of the fragments, hindering the extraction of the embedded
information. Existing fingerprinting solutions [18], which em-
bed raw information into objects, cannot defend against such
adaptive adversaries due to their lack of resilience to missing
information. To address this challenge, we propose a-break-
resilient codes (a-BRC), a family of coding-theoretic tech-
niques designed for information extraction from 3D prints,
with a serves as a security parameter. These codes improve
robustness by allowing successful extraction of embedded
bits under fragmentation and partial loss, i.e., even when the
print is adversarially broken and some fragments are missing
up to the specified security threshold.

Preventing Fingerprint Embedding Tempering: An adversary
may also attempt to tamper with the processing that embeds
the fingerprint into the physical part. For example, if the fin-
gerprint is embedded by the slicing software, then an attacker
can attempt to remove the fingerprint by tampering with G-
code instructions. As a result, to maximize resiliency against
digital attacks, SIDE inserts the fingerprint embedding sub-
system into the process immediately before physical printing
in the 3D printing pipeline. By leveraging a TEE, SIDE en-
sures the integrity of the embedding process that translates the
digital fingerprint to its physical representation, even against
a strong attacker who can compromise the OS kernel.

Prototype and Evaluations: We implemented and tested a
prototype of SIDE, on a Creality Ender 3 3D FDM printer
controlled by a Raspberry Pi 3B board, with OP-TEE V3.4
as secure world OS, and extend the results to an Elegoo Mars
4 SLA printer. To evaluate the efficiency and effectiveness
SIDE, we measured both the runtime and memory overhead
introduced from SIDE, and the fingerprint extraction success
rate. The latter was measured under adversarial scenarios,
with a combination of real-world and simulation-based exper-

iments, with the help of a Leica S9D microscope and optical
coherence tomography (OCT) devices. In summary, we make
the following contributions.

• We propose a secure 3D fingerprinting mechanism
named SIDE that improves resiliency to adversarial op-
erations, including malicious manipulation on both the
information embedding procedure and the 3D prints.

• We design and implement coding and decoding mecha-
nisms with break-resiliency and loss-tolerance properties
to defend against adversaries attempting to tamper with
the fingerprinting information on 3D prints. To the best
of our knowledge, practical codes with these specific
properties have not been studied before. Additionally,
we develop a trusted execution environment for the fin-
gerprinting embedding process to protect its integrity
against software attacks.

• We implemented a prototype of SIDE on the Creality En-
der 3 3D printer controlled by a Raspberry Pi 3B board,
and evaluated the efficiency and effectiveness via a com-
bination of real-world and simulation-based experiments
on 3D objects with varying shapes and sizes.

2 Background

3D Printing: Additive manufacturing, colloquially referred
to as 3D printing, has emerged as a revolutionary technology
with profound implications across various industries [19]. In
contrast to the traditional subtractive manufacturing during
which materials are consecutively removed from the work-
piece, 3D printing refers to an additive process of creating a
physical object and is typically done by laying down many
thin layers of material in succession.

Numerous technologies have been developed for 3D print-
ing. By and large, they differ by which material is in use and
how layers are formed. A layer can either be formed by using
a nozzle that deposits molten thermoplastics while shifting
back and forth on a surface, e.g. Fused Deposition Modeling
(FDM), by depositing a layer of liquid polymers and curing it
by ultraviolet light exposure, e.g., Stereolithography (SLA), or
by binding powdered material using high-energy laser beams,
e.g., Selective Laser Sintering (SLS).

The additive manufacturing process begins by converting
a given 3D model into discrete 2D diagrams using a slicer
software. Each diagram represents a planar cross-section of
the model along the printing direction at a certain height.
Then, the slicer creates a series of machine commands to
instruct the printer about how to produce the corresponding
layers of the diagram sequence.

In this research, we focus on printers based on both FDM
and SLA technologies for their prevalence in commodity 3D



printers. The commands for FDM printers, called G-Codes1,
include the nozzle movement along the x, y, and z axes, the
extrusion of material, and the temperature of nozzle/bed. The
commands for SLA printers may include the movement of
print platform and the exposure time of each layer. Other as-
pects based on the printer’s capabilities may also be specified
in these commands.

A typical FDM printer involves four stepper motors, which
are actuators that rotate in discrete angular steps of a constant
degree. Three of the motors control the nozzle movement
in the Cartesian space, and one is responsible for filament
extrusion. However, a G-code command specifies only the
expected action of the printer hardware in a relatively high
level, while the low-level implementation is not addressed.
For example, the command

G1 X98.302 Y96.831 E15.796 F400

merely instructs the printer to move its nozzle from its cur-
rent position to location (x;y) = (98:302;96:831) (with its
position relative to the z axis unchanged), and simultaneously
extrude 15:796 millimeters of molten thermoplastic filament,
at a feed rate (speed) of 400 mm/min. Completing this oper-
ation requires a series of stepping events, and each of them
defines the exact timing and direction to trigger one of the
four stepper motors for a single angular step.

The printer firmware bridges between the G-code and the
printer’s hardware, translating commands into precise actuator
movements that drive the printing process. The translation
process of a firmware is non-trivial, and has a significant
impact on print quality. For instance, a sudden jerk of the
printer nozzle may lead to uneven deposition of print material,
compromising or even failing a print. In contrast, a nozzle
movement with smooth velocity change is generally preferred.
Trusted Execution Environment: Trusted Execution En-
vironments (TEEs) have emerged as a reliable solution for
isolating sensitive and critical operations from untrusted soft-
ware stacks in computing systems. Utilizing hardware and/or
software isolation mechanisms, ARM TrustZone provides a
secure execution space, known as the secure world, for trusted
software stacks. User space applications within this environ-
ment are commonly referred to as Trusted Applications (TAs).
The code and data of secure software in the secure world
are protected from access or tampering by untrusted software
stacks, which operate in the Rich Execution Environment
(REE), also known as the normal world. Benefiting from
diverse TEE solutions provided by CPU vendors for differ-
ent architectures, such as ARM TrustZone, Intel Software
Guard Extensions (SGX), and RISC-V Keystone, applica-
tions across various domains have been effectively protected.
These domains include access control [20]–[22], cloud com-
puting [23]–[28], and real-time systems [29]–[33].

1Note that there exist other languages for controlling 3D printing hard-
ware, including variants of G-codes and propriety ones. Nevertheless, we
collectively refer to those as G-codes for clarity.

3 Threat Model

We assume that the adaptive attacker is fully aware of SIDE’s
embedding and extraction schemes and attempts to bypass
the fingerprinting mechanism through either the cyber vector
or the physical vector. Physically, we assume the attacker
can kinetically break apart the printed object to corrupt the
embedded fingerprint information. Furthermore, the attacker
is able to conceal some but not all of the fragments from the
forensic investigation. This is since physically eliminating all
traces of evidence often requires significantly greater domain
expertise and specialized training. Moreover, we do not be-
lieve it is possible to forensically link a printed object to a
specific printer if all identifiable fragments can be completely
concealed, especially given that physical evidence often plays
an important role in criminal trials. Digitally, we assume the
attacker is capable of modifying the files on the file system,
and leveraging exploitation tools to escalate privilege in the
system, compromising the rich execution environment (e.g.,
normal world). However, the attacker cannot forge signatures
for secure boot, and the secure software in TEE is free of
vulnerability and can be trusted.

We further assume that attackers capable of building their
own 3D printing devices, or capable of purchasing untrace-
able hardware, are out of scope. This is since these approaches
often require significant expertise, incur substantial costs, and
deteriorate the quality of the resulting print. While SIDE
certainly has limitations in defending against resourceful at-
tackers with strong expertise in additive manufacturing, it
significantly raises the level of sophistication, prior knowl-
edge, and expertise required from the adversary in order to
remain undetected after committing the crime.

We further assume that hardware used by law enforcement
during decoding, such as microscopes or computed tomogra-
phy (CT) devices, is trusted and inaccessible to adversaries.
Additionally, we assume that the adversaries will not intention-
ally damage printer components like sensors and actuators, as
doing so would degrade print quality. The printer’s processor
is assumed to support a Trusted Execution Environment (TEE)
and to be reliable. Lastly, side-channel and denial-of-service
(DoS) attacks are considered out of scope.

4 Break-Resilient Codes

The secure information extraction feature of SIDE is at-
tributed to the a-break-resilient codes (a-BRC) specifically
developed for forensic fingerprinting purposes, in which a

serves as a security parameter.
The a-BRC includes an encoder which take a binary

string w ∈ {0;1}k, i.e., the fingerprint, as input, where

k = (l−a) ·m−1; (1)
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Figure 3: Fragments of a transmission shaft. Breaks in (a)
cross multiple layers, and the assembly of fragments may
be inferred from their overlapping bits. Breaks in (b) are
perpendicular to the z direction, and the correct assembly (i.e.,
order) cannot be inferred from the fragments themselves.

with l and m being positive integers such that

l > a+ 1 and m≥ ⌈2log l⌉+ 2; (2)

and outputs a codeword c ∈ {0;1}n. For positive integers s
and t satisfying

4 · t + 2s=(m + ⌈logm⌉+ 4)≤ 4 ·a; (3)

the codeword c is both t-break-resilient and s-loss-tolerant.
Specifically, this means that even if

1. (t-break-resiliency) c is broken into t + 1 fragments, and

2. (s-loss-tolerance) some fragments are lost, totaling s bits,

then the a-BRC decoder can still recover w from the remain-
ing (unordered) subset of fragments, thereby secure informa-
tion extraction is guaranteed, resolving Challenge 2.

Remark 1. SIDE encodes information into objects using
physical elements such as variations in layer thickness. With
this setting, every break falls into one of two categories:
those that cross multiple layers (Fig.3a) and those that do
not (Fig.3b). Breaks in the former category result in overlap-
ping bits (i.e., bits which are shared between two or more
fragments), potentially providing information that enables
fragment assembly (see Section 4.3). Furthermore, if one
fragment which contains shared bits is concealed, the shared
bits remain accessible through other overlapping fragments.
Breaks in the former category, however, do not create shared
bits, and if a fragment in Figure 3b is concealed, all of its
embedded bits are omitted from law enforcement.

a-BRC are thus designed to handle the worst-case scenario,
where t represents the number of breaks that either produce no

overlapping bits or cannot be resolved using overlapping bits,
and s denotes the number of codeword bits entirely absent
from all fragments confiscated by law enforcement.

4.1 Preliminaries

The following notions from coding theory are employed as
basic building blocks for BRC.
Systematic Reed-Solomon (RS) Codes: A special type of
Reed-Solomon codes, which have been widely employed in
communication systems and data storage applications; for an
introduction to the topic see [18, Ch. 5].

For integers k and n such that n > k > 0, a systematic [n;k]
RS code is a set vectors of length n called codewords, each
entry of which is taken from Fq, a finite field with q ele-
ments. The first k entries of each codeword in a systematic RS
code carry information in raw form, and the remaining n− k
contain redundant field elements that are used for error cor-
rection. Reed-Solomon codes are maximum distance sep-
arable (MDS), a property which allows the recovery of a
codeword after being corrupted by x errors (incorrect symbols
with unknown locations) and y erasures (incorrect symbols
with known locations), as long as n− k ≥ 2x + y. Further, in
this paper we focus on the binary field and its extensions,
where q = 2z for some integer z≥ 1, and any element in Fq
can be represented by a binary string of length z.
Run-length Limited Codes: A run-length limited (RLL)
code has codewords in which the length of runs of repeated
bits is bounded. We employ the RLL code from [34, Algo-
rithm 1] in this paper for its simplicity of implementation.
Mutually Uncorrelated Codes: A mutually uncorrelated
(MU) code has the property that for every two (possibly iden-
tical) codewords, the prefix of one is not identical to the suffix
of another. As such, the codewords of a MU code do not over-
lap with each other when appearing as substrings of a binary
string. MU codes have been extensively investigated in the
past [34]–[43]. In this paper, we adopt a classic construction
of MU code, in which each codeword starts with ⌈logk⌉ zeros
followed by a one, where k is the length of the (binary) infor-
mation word. The last bit is fixed to one, and the remaining
bits are free from zero runs of length ⌈logk⌉+ 1.
Distinct Block Codes. Inspired by ideas from [34, Algorithm
1] and [44, Algorithm 1], we provide an encoding process
that maps an input word to an array of distinct binary strings,
and offer the inverse operation. These procedures serve as an
important component in BRC. Both algorithms, as well as
proofs of their correctness, are given in Appendix A.

4.2 Encoding

The encoding procedure of a-BRC takes a binary string w
as input and outputs a codeword, and it is provided in Al-
gorithm 1. At high level, w will be converted to a sequence



Algorithm 1 ENCODE (a-BRC Encoding)

Input: An information word w ∈ {0;1}k, where k = (l−a) ·m−1; and l;m are positive integers s. t. m≥ ⌈2log l⌉+ 2.
Output: A codeword c ∈ {0;1}n, where n = l · (m + ⌈logm⌉+ 4)+a · (4m + 11).

1: Let u← p(0) ◦ : : :◦p(a−1) ◦w, where p(i) is the binary representation of i ∈ [0;a−1] using m bits.
2: Let dStrings← (u1; : : : ;ul) = D-ENCODE(u).
3: Let next be a key-value store with keys and values being elements in {0;1}m.
4: for all keys s in next in ascending order do
5: if there exist i ∈ [0; l−2] such that s = ui then next[s]← ui+1 else next[s]← s
6: r1; : : : ;r4a← RS-ENCODE((next[p(0)]◦0;next[p(1)]◦0 : : : ;next[p(2m−1)]◦0);4a),
7: for i ∈ [0;a−1] do di← r4i ◦ r4i+1 ◦ r4i+2 ◦ r4i+3

8: c = MU(u0)◦ RLL(d0)◦ : : :◦MU(ua−1)◦ RLL(da−1)◦MU(ua)◦ : : :◦MU(ul−1)
9: return c

of distinct binary strings with the method introduced in Ap-
pendix A, and their order will be recorded and then protected
using a systematic Reed-Solomon code. Synchronization is-
sues among the symbols of the RS code will be resolved using
the RLL and MU techniques mentioned earlier.

Let the information word be w ∈ {0;1}k, and let p(i) ∈
{0;1}m be the binary representation of integer i. The encoding
of w begins by prepending w with p(0);p(1); : : : ;p(a−1), and
as shown in line 1, resulting in

u = p(0) ◦ : : :◦p(a−1) ◦w ∈ {0;1}am+k (1)
= {0;1}l·m−1: (4)

Then, as shown in line 2, the resulting string u is fed into the
function D-ENCODE (Alg. 3, Appendix A) and mapped to an
array of l pairwise-distinct binary strings of length m, i.e.,

dStrings = (u0; : : : ;ul−1); (5)

where ui ̸= u j for all distinct i and j in {0;1; : : : ; l−1}.
Note that due to the implementation of D-ENCODE, the

first a elements of dStrings remain intact, i.e., ui = p(0) for
all i < a, and they are referred as markers. In the next step,
a key-value store next is defined to represent the ordering
of elements in dStrings as follows (line 4–5). For every
key s ∈ {0;1}m, the value next[s] is defined as

next[s] =

{
ui+1 if s = ui for i ∈ [0; l−2];

s otherwise.

Note that the value next[s] is well defined, since ui ̸= u j for
every i ̸= j by the pairwise-distinct property of dStrings. It
is also worth noting that the mapping from dStrings to next
is injective; one may recover dStrings from next by observ-
ing every key r such that next(r) ̸= r, and connecting every
two ra;rb of them if next(ra) = rb.

We proceed to the treatment of next. Since the values
in next are binary strings of length m, we append each of
them with a 0, and hence they can be regarded as symbols in
the finite field F2m+1 . They are sorted by their corresponding
keys and fed into a systematic Reed-Solomon encoder, which

then generates 4a redundancy strings r1; : : : ;r4a ∈ {0;1}m+1

(line 6). Note that such encoding is feasible since the code-
word length 2m + 4a is smaller than the number of elements
in F2m+1

2.
The codeword c consists of two parts. The first re-

gion is called the information region, as it is generated
from ua; : : : ;ul−1, which directly originate from the infor-
mation word w. The second region is called the redundancy
region. As the name suggests, it is made from the redundant
bits generated from next.

Define an encoding function MU which maps ui ∈ {0;1}m

to a codeword MU(ui) ∈ {0;1}m+⌈logm⌉+4 of a mutually-
uncorrelated code CMU. The information region is hereby
defined as

MU(ua)◦ : : :◦MU(ul−1) ∈ {0;1}(l−a):::(m+⌈logm⌉+4):

In addition, for i ∈ [0;a−1], define

di = r4i ◦ r4a+1 ◦ r4i+2 ◦ r4i+3 ∈ {0;1}4m+4

as the concatenation of four redundancy strings.
Then, let RLL be an encoding function that maps di to a

binary sequence RLL(di) ∈ {0;1}4m+11, called redundancy
packet, which is free of zero runs longer than ⌈logm⌉+1. The
redundancy region is then defined as

MU(u0)◦ RLL(d0)◦MU(ua−1)◦ RLL(da−1)

∈ {0;1}a:::(5m+⌈logm⌉+15):

Finally, the codeword c is the two regions combined (line 8):

c = MU(u0)◦ RLL(d0)◦ : : :◦MU(ua−1)◦ RLL(da−1)

◦MU(ua)◦ : : :◦MU(ul−1) ∈ {0;1}l(m+⌈logm⌉+4)+a(4m+11):

2RS codes requires the finite field size to be greater or equal to the length
of the codeword, i.e., 2m+1 ≥ 2m + 4a; this is the case due to (2) and the fact
that a≥ 1.



Algorithm 2 DECODE(a-BRC Decoding)

Input: A multisetFRAGMENTSof unordered and partially missing fragments of a codewordc 2 C.
Output: The information wordw such that Algorithm 1 with inputw yieldsc.

1: Let r i  erasure for all i 2 [0;4a � 1].
2: for all codewordMU(ui) 2 CMU in the fragments inFRAGMENTSandui = p(i) for some integeri < a do
3: if the number of bits aftermi is less than 4m+ 11 then continue to next MU codeword.
4: Let mi be the 4m+ 11 bits afterMU(ui), anddi  DE-RLL(mi).
5: r4i ; r4i+ 1; r4i+ 2; r4i+ 3  di [0;m];di [m+ 1;2m+ 1];di [2m+ 2;3m+ 2];di [3m+ 3;4m+ 3]

6: Let approxNext be a key-value store such thatapproxNext[s] = s for all s2 f 0;1gm.
7: for all fragmentf = fstart� MU(uu) � : : : � MU(uu+ v) � fend2 FRAGMENTSwhereu � a do
8: for all c 2 [0;v� 1] do approxNext[uu+ c] = uu+ c+ 1.

9: next  RS-DECODE(approxNext; r1; : : : ; r4a )
10: Let dStrings = ( u1; : : : ;ul ) be an array of such thatnext (ui) = ui+ 1.
11: u  D-DECODE(dStrings )
12: return u [a � m:]

4.3 Preprocessing

Recall that breaks may cross multiple layers, resulting in over-
laps between bit strings extracted from con�scated fragments.
If a MU codeword is found in two bit strings, the two strings
can be merged into one due to the uniqueness of MU code-
words (i.e., a MU codeword appears at most once in the BRC
codeword). This uniqueness arises from the pairwise distinct
property of the elements indStrings , as de�ned in (5).

Hence, prior to BRC decoding, the bit strings from con-
�scated fragments undergo apreprocessingstage in which
strings that share a MU codeword are merged.

4.4 Decoding

Algorithm 2 provides a procedure for extracting the infor-
mation wordw from theunorderedandpartially missing
fragments of the respective codewordc. The crux of this
procedure is to reconstruct the key-value storenext de�ned
previously, and recover the information wordw from it.

Speci�cally, the decoding algorithm creates a key-value
storeapproxNext, which is slightly different fromnext , us-
ing the information which appears in the con�scated frag-
ments. Alongside the correctly identi�ed redundancy strings,
approxNext goes through a Reed-Solomon decoding process
and is corrected tonext . Having the correctnext in hand, the
correctdStrings (5) can be found since the mapping from
the latter to the former is injective. Then,dStrings is fed
into D-DECODE (Alg. 4, Appendix A), which is the inverse
process ofD-ENCODE(Alg. 3) to produceu (4), whose suf�x
is the information wordw.

In more detail, the decoding starts by distinguishing and
decoding the discernible codewords ofCMU from the frag-
ments. LetMU(ui) be a discernible codeword inCMU which
fully resides within one fragment, whereui is its respective
decoding. Ifui = p(i) for some integeri < a, it means thatui
is a marker, and hence the(4m+ 11) bits after it consist of a

redundancy packet (line 2). This redundancy packet, if resid-
ing in the fragment, is passed to an RLL-decoder which yields
four redundancy stringsr4i ; r4i+ 1; r4i+ 2; r4i+ 3 (line 4–5).

The other discernible codewords ofCMU , i.e., those encoded
from non-markers (ui 's for i � a), are used to construct a key-
value storeapproxNext. Initially, approxNext(s) = s for
every keys2 f 0;1gm (line 6). For each fragmentf, let

f = fstart� MU(uu) � : : : � MU(uu+ v) � fend;

wherefstart andfend are the (possibly empty) pre�x and suf�x
of f with no discernible codeword fromCMU that is encoded
from a non-marker. In line 8, the decoder updates

approxNext[uu+ c] = uu+ c+ 1;

for everyc 2 [0;v� 1]. The above process stops once no more
codewords inCMU can be found.

The decoding algorithm proceeds to correct the constructed
key-value storeapproxNext to next , i.e., the key-value store
generated in Algorithm 1 fromw, using the collected redun-
dancy strings and a standard Reed-Solomon decoder (line 9).

Next, the arraydStrings is obtained fromnext (line 10),
and the functionD-DECODE (Alg. 4, Appendix A) is em-
ployed to recoveru. Recall thatu = p(0) � : : : � p(a� 1) � w
in (4), and hence the decoding procedure concludes by return-
ing thek rightmost bits ofu (line 12).

Together, correct decoding is guaranteed by the following
theorem, whose proof is provided in Appendix B.

Theorem 1. Line 12 of Algorithm 2 returns correct informa-
tion wordw if 4 � t + 2s=(m+ dlogme+ 4) � 4� a.

4.5 Trusted Information Embedding

Figure 6 shows the system design of trusted �ngerprint em-
bedding procedures. To prevent attackers from tampering
the �ngerprint embedding procedures, SIDE executes the 3D



Figure 4: Demonstration of embedding01101001with pa-
rametersx = 0:08 and (y;e) = ( 0:12;0:02). In the normal
settings, each0 is represented by two layers of0:08and0:16
millimeters, and each1 is represented by one layers of0:24
millimeters. In the stealthy settings, each 0 is represented by
two layers of0:10and0:14millimeters, and each1 is repre-
sented by two layers of0:12 millimeters. In either case, the
length required for embedding one bit is 0:24 mm.

�ngerprint embedding procedure and dependencies in TEE,
including �ngerprint information encoding (codec), object
model slicing (layer-gen), toolpath generation (toolpath-gen),
and 3D printer driver (�rmware ). TEEs are constrained by
hardware resource limitations, notably their limited memory
for the secure domain. Consequently, attempting to execute
the entire �ngerprint embedding procedure naïvely within
the TEE risks print failures due to insuf�cient secure heap
space, which is inadequate to handle the size of 3D model
�les and the substantial intermediate data generated during
the slicing process. To mitigate this limitation, we propose
a progressive slicingstrategy, which reduces peak memory
usage for procedures with the highest heap memory demand.
This approach leverages the inherent layer-by-layer nature of
the 3D printing process. Instead of pre-slicing the entire 3D
model and generating a G-code �le prior to printing, slicing
is performed dynamically in an on-demand manner during
the printing process.

5 SIDE Implementation

This section details the implementation of SIDE, including
bit embedding, extraction, and TEE integration.

5.1 Bit Embedding Method

We address bit embedding at two levels: normal and stealthy.
The normal approach focuses solely on the readability of
the embedded bits, while the stealthy approach imposes an
additional requirement of indiscernibility.
Normal Embedding. In the proposed normal method, there
are three layer thicknesses:x, 2x, and3x, wherex is a base
thickness. A0 bit is represented by two consecutive layers
of thicknessx and2x, respectively, and a1 bit is represented
by a single layer of thickness3x. This method has three key
advantages. First, it improves the readability as the substantial

Figure 5: Procedure of bit extraction.

difference between the layers minimizes confusion during bit
reading. Second, it provides consistent embedding density, de-
�ned as the number of bits embedded per unit distance. Since
both0 and1 are represented using the same total thickness3x,
the embedding density remains consistent for both0 and1.
This ensures that the required object height depends solely on
the length of the codeword, rather than its content. Third, it
includes directional information, as the arrangement of layers
for 0's implies the direction of the codeword.
Stealthy Embedding. The stealthy embedding method pri-
oritizes indiscernibility by minimizing differences in layer
thickness between layers. In this method, every bit is repre-
sented by two layers. Speci�cally, a1 is represented by two
layers ofy millimeters, and a0 is represented by two layers
of y� eandy+ emillimeters, respectively. Theeshall be im-
perceptible to naked eyes but still discernible to bit extraction
equipments. This approach offers the added bene�t of stealth-
iness, making it harder for the adversary to distinguish the
embedded bits. Yet, it demands higher resolution for accurate
bit extraction.

An illustration of both embedding methods is given in Fig-
ure 4. In reality, thex;y andeare determined to accommodate
the resolutions of the printer and the bit extraction equipment.

5.2 Bit Extraction Method

The extraction of bits is performed by inspecting the thick-
nesses of the layers in the fragments using specialized equip-
ment and determining the corresponding bits. In this section,
we describe an optical extraction method that employs a mi-
croscope to inspect the ridges on the surface of the print3,
with a graphical illustration given in Figure 5.

Microscopes typically have a limited �eld of view, making
it impossible to inspect an entire fragment at once. To over-
come this limitation, we mount the fragment on a motorized
rail slider. During the extraction process, the fragment slides
over the microscope's �eld of view, while the microscope
takes a series of pictures. The pictures are taken so that every
two consecutive pictures overlap, which allows us to fuse
them together and obtain a picture of the entire fragment.

3If surface examination is not feasible (e.g., due to post-processing done
on the surface), a computed-tomography based method can be utilized. How-
ever, it is beyond the scope of this paper



Figure 6: TEE Protected Embedding Procedure

To automatically read bits from the stitched images, we
developedbit-parser , a program capable of parsing bits
in both normal and stealthy embedding settings. In the case
of normal embedding,bit-parser begins by identifying the
layers representing1's; they are characterized by a single,
thickest layer of3x millimeters, making them easily distin-
guishable from others. The program then counts the layers
between these thick layers, with each pair of consecutive lay-
ers corresponding to a 0.

For stealthy embedding,bit-parser examines every two
consecutive layers. If the �rst layer is thinner than the sec-
ond by a speci�c threshold, the pair corresponds to a0. The
program then counts the layers between the layer pairs repre-
senting1's, with each pair of consecutive layers corresponding
to a 1. This concludes the process of bit extraction.

5.3 TEE Protected Embedding

Following the blueprint in Figure 6, SIDE involves ahost-
app that runs in the normal world to serve as the frontend
interface for printer users, and its backend, which consists
of four functional modules (codec, layer-gen, toolpath-gen,
and�rmware ), that fully reside in the TEE. The host bridges
the normal world with the trusted world using C Foreign
Function Interface (CFFI). Upon receiving a 3D model from
the user, it �rst cuts it into consecutive segments in thez
direction, and passes them to SIDE backend one after the other.
The thickness of segments equals to the distance required to
represent a bit determined by the bit embedding method.

The actual slicing, as well as the bit embedding, is executed
in the backend. Thecodec module is designed to perform
encoding, mapping an information wordw to a break-resilient
codewordc; the details of the encoding process were given in
Section 4 and implemented in Algorithm 1. Recall that every
bit c[i] instructs the slicing of the corresponding segment.
If c[i] = 1, then the segment is sliced to a layer of3x mm
with normal embedding, or2y mm with stealthy embedding.

Otherwise, it is sliced to two layers ofx mm and2x mm
with normal embedding, respectively, ory� emm andy+ e
mm with stealthy embedding (see Section 5.3 for details).
The slicing is performed by thelayer-gen module. For each
layer, it generates the cross-sectionaldiagram, and feed them
to toolpath-gen along with their corresponding heights, i.e.,
their distances to the printer bed. With these inputs fromlayer-
gen, thetoolpath-gen generates nozzle toolpath (represented
by G-code) used to manufacture these layers. Both thelayer-
gen module and thetoolpath-gen module are developed on
top of t43 [45].

Finally, the�rmware performs the parsing of G-code gener-
ated fromtoolpath-gen. It is a collection of core functionalities
provided by Klipper, including the computation of precise
nozzle movement and the generation of stepper events. The
stepper events are then converted to signals passed to the
printer hardware. This concludes the handling ofc[i]. Upon
�nishing the slicing of a segment, thehost-app module is
triggered to feed in the next layer segment, and the printing
process is concluded after handling all segments. Since the
entire printing process is hidden in the trusted world and no
intermediate data (e.g., a G-code �le) is exposed to the user,
the adversary is unable to strip off the embedded bits.

In prototyping our design, we employ a Creality Ender 3
3D printer, and a Raspberry Pi 3B board (with OP-TEE V3.4
support enabled in its ARMv8-A architecture, and Raspbian
Linux 4.14.98-v7 installed for the normal world) to serve as
the control board. Our development is heavily based on the
Klipper open-source project [46] and t43 [45]. The former
is a 3D printer �rmware known for offering high precision
stepper movements offering support to printers with multiple
micro-controllers, and is suitable for running on low-cost
devices such as Raspberry Pi. The latter is an open-source
slicer program with basic functionalities and is purely written
in C, making it suitable for trusted environments with limited
language support.

6 Evaluation

This section presents a comprehensive evaluation of SIDE,
focusing on �ngerprint recovery, its impact on the printing
process, and print quality. Speci�cally, we provide: (1) Exper-
iments and simulations assessing �ngerprint recovery from
broken prints. (2) Analysis of the BRC code rate and the min-
imum object dimensions required for successful �ngerprint-
ing. (3) Analysis the practicality of stealthy embedding. (4)
Print quality comparisons across normal embedding, stealthy
embedding, and no embedding. (5) Assessment of printer im-
perfections through analysis and experiments. (6) Evaluation
of TEE integration overhead and its effects on the printing
process and print quality.
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