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Abstract hearing aids globally are being created using AM [48]. The
global 3D printing healthcare market size was valued at $973
million in 2018 and is projected to reach $3.7 billion by 2026,

growing at a compounded annual growth rate of 18.2% [49].

3D printing is bringing revolutionary changes to the eld
of medicine, with applications ranging from hearing aids to
regrowing organs. As our society increasingly relies on this
technology to save lives, the security of these systems is aSecurity Concerns from FDA and Real-world Threat:
growing concern. However, existing defense approaches thaiith the increasing reliance on computing in medical treat-
leverage side channels may require domain knowledge fromment, there are growing concerns about the trustworthiness of
computer security to fully understand the impact of the attack. modern networked medical systems, with recent demonstra-

To bridge the gap, we propose XCheck, which leverages tions of vulnerabilities in knee implant [6], pacemakers [25],
medical imaging to verify the integrity of the printed patient- and medical CT [43]. Furthermore, the importance of 3D
speci ¢ device (PSD). XCheck follows a defense-in-depth printed medical device security is also highlighted in recent
approach and directly compares the computed tomographyFDA documents [2] and device manufacturers surveys [53].
(CT) scan of the printed device to its original design. XCheck To further understand the feasibility of the threats, we studied
utilizes a voxel-based approach to build multiple layers of de- the existing medical 3D printing pipelines and disclosed two
fense involving both 3D geometric veri cation and multivari- real-world vulnerabilities responsibly, with CVEs assigned.
ate material analysi_s. To further e_nhgnce usability, XCheck Existing Defenses and Application in Medical Treatment:
also p_rowdes_ an ad]_ustable V|su_aI|zat|on schgme thgt allowsln recognition of the threat, existing approaches turn to
practitioners’ inspection of the printed object with varying tol-
erance thresholds to meet the needs of different applications
We evaluated the system with 47 PSDs representing different
medical applications to validate the ef cacy.

physics to monitor the manufacturing process via side chan-

nels such as acoustic [6, 7, 13], optical [5, 23, 36, 55] and

magnetic [23]. However, the application domain of medical

3D printing presents unique usability challenges. For instance,
the physicians presented with a piece of audio recordings and

1 Introduction detection results (malicious or benign) may nd it dif cult to
tell the reason for the PSD being rejected.

3D Printing as Life-saving Technology: Additive manu- Our Approach: To address this limitation and further em-
facturing (AM), or 3D printing, has brought revolutionary power the veri cation schemes with improved usability, we
changes to a wide range of areas in medicine, from medical in-propose to check and visualize the printed product to provide
struments to regenerative tissue engineering, from day-to-dayan additional layer of protection. Leveraging a unique capabil-
clinical practices to biomedical and pharmaceutical researchity widely available to medical establishments - CT imaging,
The exibility of 3D printing enables the low-cost manufactur- we design and implement a CT-model crosschecking system
ing of instruments and devices with complex geometries that named XCheck. While the use of CT for quality control has
are matched to a patient’s anatomy. Recent advances in medbeen studied before [16, 19, 58], existing tools either require
cal 3D printing allow for the fabrication of arti cial kidneys, manual efforts from 3D printing experts or focus only on pre-
which have been used in real life to save children [62]. While dictable patterns of naturally introduced defects. Therefore,
applications such as arti cial organs and organ-on-chip are XCheck is designed to automatically compare the CT scans
still in their infancy, other medical applications such as pros- of the printed PSDs to their original design to detect geomet-
thetics and hearing aids are widely deployed. Over 10,000,000ric deviations. XCheck further raises the bar for adversaries
people are wearing 3D printed hearing aids and 97% of all aiming to compromise the printing material by checking the
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CT density distribution on the PSD. In clinical settings, CT is detect and visualize 37 out of the 39 malicious cases.
a cost-effective method, since the technical fee of a CT scan iscontributions: To the best of our knowledge, XCheck makes
often less than $200 compared to the million-dollar expense the rst step towards automated support for medical practi-

for the entire organ transplantation.

Technical Challenges in Security Application of Compu-
tational Geometry: The core technical problem behind the
veri cation is 3D shape comparison, which is well studied
in the eld of computational geometry [12, 64]. However,
similar to the application of arti cial intelligence in security,
computational geometry techniques also require additional
security considerations. Existing 3D shape comparison tech-
niques [10, 51, 56] are designed to tolerate tiny discrepancies
for robustness. Nonetheless, security veri cation often has
to reveal all deviations. XCheck takes a defense-in-depth ap-
proach, and builds multi-layered analysis from voxel match-
ing (volumetric pixels in three-dimensional CT scans) to X-
ray absorption. Based on the observation that attacks have to
alter existing voxels, we propose the voxel-based analysis to
detect adversarial manipulations that deviate more than twice
the resolution of CT, and further prove the security guarantee
of the detection. The second layer is a material validation
mechanism that takes advantage of the unique X-ray prop-
erties of different materials. To overcome the uncertainty in
voxel values, the distribution features are used instead. While
this validation may not be bulletproof, it does signi cantly
raise the bar for the adversary, requiring expertise in material
science to evade detection. The third layer aims to improve
defense against adaptive stealthy attacks meant to hide under
the CT resolution. We develop a ray-based volumetric detec-
tion that analyzes the subspace volume to capture the stealthy
manipulations with impacts on the three-dimensional char-2
acteristics of the device, but are too small to be identi ed by

tioners to verify the physical integrity of 3D printed medical
devices. Our contributions are outlined as follows:

Building on top of our survey on emerging threats for
medical applications of 3D printing, we propose XCheck,
a highly effective and mostly automated integrity check-
ing system. Unlike the existing works that monitor the
printing procedure, XCheck utilizes medical imaging to
verify the integrity of the product, by comparing the CT
images of the printed PSDs to their original designs at
mm/sub-mm scale.

To meet the security requirements for physical integrity
veri cation, we propose new security-oriented CT anal-
ysis techniques to enable both visualization and quan-
ti cation of adversarial manipulations on geometry and
material. Theoretical proofs are developed to show the
detection bounds of the proposed system against adap-
tive attackers who has knowledge of the system, which
has never been done before.

We evaluated XCheck on 47 printed PSDs, including
different categories of adversarial manipulations on four
representative types of PSD from different elds of med-
ical applications. Our experiment showcased the effec-
tiveness of our approach, and we have released the source
code, PSD models, and CT scans

Medical Application of 3D Printing

voxel analysis. Lastly, inspired by the gamma analysis from The utilization of 3D printing in medical applications has been
radiotherapy, we propose a new clinical risk quanti cation fueled by the unique capability of additive manufacturing to
method to determine the risk associated with a printed de-create customized devices using a patient’s medical images.
vice. To enhance the explainability of the veri cation process, Similar to their biological counterparts, many PSDs involve
XCheck also provides interactive visualization of the devia- complex porous structures and tortuous internal channels that
tions to allow physicians to make better-informed decisions. would be challenging to produce with traditional methods.

Evaluation and Findings: Our evaluation is designed to
cover a wide spectrum of medical applications and a diverse
set of attacks. Instead of evaluating a few models in a case
study manner, we printed 47 PSDs (8 benign models, 39
malicious cases) from 4 distinct medical printing domains
(including lung-on-a-chip in pharmaceutical research, ortho-
pedic screw in implant, dental guide in surgical instruments,
and bone scaffold in tissue engineering). We also worked with
medical printing experts to develop realistic yet stealthy at-
tacks that can lead to patient harm. Altogether, we developed
39 malicious cases at varying scales on both geometric and
material properties of the baseline models for representative
medical applications. The consequences of these attacks var
from minor discomfort to life-threatening conditions for pa-

Diverse Medical Printing Techniques and Applications:

3D printing has revolutionized many areas of medicine, from
orthopedic and otolaryngology to cardiac vascular and on-
cology. Due to its wide applicability to medical applications,
there is also a large variety of manufacturing techniques to t
the mechanical and physiological requirements of individual
patients. The most common printing techniques for medi-
cal applications include fused deposition modeling (FDM),
powder bed fusion (PBF), multi jet fusion (MJF), stereolithog-
raphy (SLA), and liquid-based extrusion.

3D printing is widely deployed for medical applications,
as shown in Figure 2. 3D printed medical instruments are
relatively mature, and are deployed from diagnosis to treat-
Ynent. For diagnosis, patient-speci c anatomical models are

tients. The experiment shows that our technique is able to

Ihttps://3dxcheck.github.io/.
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Figure 1: General work ow of medical printing.

Diagnosis Pharmaceutical Research strated the feasibility of regenerating organs, such as bone
[ Anatomical Model | [ Organs-on-chips | and cartilage [28], liver [9], kidney [60] and even heart [41].
[ surgical Tools | | Implants | In these efforts, 3D printing is used to recreate the natural
[Personalized Medicine] [ Aviiial Organs | complex cellular support structures, known as extracgllular
Treatment Organ Transplantation matrices (ECMs). These structures support cell growth in 3D
spaces, and their porous morphologies play an important role
| e in cell attachment and proliferation. As a result, geometric
["‘“ s ‘/ : i accuracy is essential for the performance of the device.
w

Medical Device Printing Work ow: Medical printing typi-
cally includes three main steps, tissue scanning, design cus-
tomization, and device manufacturing (shown in Figure 1).

1) Tissue Scanningo design the customized device, the struc-

commonly printed via FDM or SI.‘A using a patient's m§d|- tural and pathological characteristics of the patient’s body
cal images. By providing better visualizations of the patient- have to be rst obtained via medical imaging techniques such
speci c anatomy, these printed models not only enable more as CT and magnetic resonance imaging (MRI)

accurate diagnoses [21], but also offer surgeons a unique opé ion C ationin thi . i ' o
portunity for in-depth preoperative planning beyond organ ) DeSIQnt u?tc;nyzatlct):nt '? st(:p, regiono mtej[_res; (R I).
measurements. Geometric accuracy is a critical aspect of thes® reconstructedirom e patient scan using patient imaging

models. For treatments, 3D printed surgical guides are use OOIS_ such as OsiriX [50], 3D Slicer [47.]' gnd Mw_mcs [40].
in various procedures, such as total knee replacement surgd- esign softV\_/are Such as Autodesk Within Me_dlcal [4] or
eries or dental operations. They are commonly used to assis edical D_eS|_gn Studio [1] is then used .to design thg P.SD'
in drilling angles [15] in the operations, therefore the exact ased on individual treatment, the material, such as titanium
geometry must precisely match the anatomy of the individual alloy or_ soluble polym(?r, mus_t also be_ chose.n. .
patients. Due to their relatively low cost and high precision, 3) Device Manufacturing while the diagnosis and device
dental guides are often manufactured using SLA printers with design are often carried out within the hospital perimeter, the
bio-compatible resin. Another area of rapid development is fabrication of PSD is often outsourced to dedicated facili-

the pharmaceutical industry. 3D printing enables the produc-ties [30] either within the hospital network or with a special-
tion of tablets with more than one active substance and allowsiZz€d manufacturer. The printed model also has to go through

for different dissolution pro les for individual patients [29]. ~ POSt-processing, which is highly application-dependent. For
Tissue engineering is an area that has garnered signi cantiMPlants, the device is typically washed with alcohol and ster-

interest [34]. Applications in this area focus on regenerating [liZ€d; for organ-on-a-chip and tissue engineering, the printed

tissues for individual patients, such as organs or bones. DeScaffolds are cultured with living cells to reproduce the bio-

spite the recent adaption of tissue engineering in real-life clini- l0gical functionality of organs, bones, or other tissues.

cal cases, the technology is still in its infancy. Organs-on-chip

is a recent breakthrough in pharmaceutical research. Thes& Threat Model and Assumptions

chips are 3D cell-cultured micro uidic devices that provide in-

habitation for living cells, aiming to reproduce the physiology 3.1 Adversary Power

of tissues and organs on a chip [8], enabling research on organ

physiology and disease etiology. Another rapidly emerging Attacker Motivation: The goal of the attacker is similar to

area is arti cial organs [39]. Many tissues in human organs are the existing works [6, 13, 23, 66] where he/she aims to tamper

unable to regenerate. Transplantation from donors poses riskghe 3D printing process that leads to a malformed product.

of rejection and lifelong immunosuppressant-based therapiesSince PSDs are generally sensitive to human health, a de-

are often required [42]. Recent research work has demonformed product can bring harm to a patient’'s well-being.

Figure 2: Medical applications of additive manufacturing.
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Adversary Power: In this work, we make the same assump-
tion as previous works [13, 14, 23]. By compromising the
printing pipeline remotely, such as slicing software or printer
rmware, an attacker may make changes to the received model
or G-code, which describes the design and encodes the de-
tailed steps to print an object respectively. Besides, we assume
the attacker knows the design of XCheck, which is gener- (a) Cude model (b) Dental guide model
ally stronger than both practical scenarios and existing work.

As such, the attacker may conduct adaptive attacks tryingrigure 3: Adversarially modi ed cube and dental guide mod-
to evade detection, which we analyzed via both experimentse|s, The manipulations are stealthy since they maintain overall
(Section 6) and security analysis (Section 7). outlook with signi cantly different internal geometry.
Feasibility of Attack Automation: To show the feasibility

of scalable remote attacks, we have analyzed and discovered

two vulnerabilities in 3D printing tool chains, which were re- isting works [5 7, 13,23, 55] and assume the original design
sponsibly disclosed under CVE-2021-44961 and CVE-2021-0f the PSD is available to the defender, which will serve as
44962. To further show the possibility of generic geometric the ground truth used by XCheck. In practice, such golden de-
attacks such as adding internal hollow regions to the devicesSigns can be authorized by the physician, who will also have
we developed a shellcode with the assumption of pre-existing to be part of the decision in the acceptance of the manufac-
remote code execution vulnerability, to misuse the tempera-ured device. We also assume that the PSD can be scanned by
ture setting function. This method can be deployed to com-CT imaging since medical imaging is frequently used for di-
promise different types of designs, as demonstrated on a cubédgnostics. The operating environment of XCheck is, therefore,
and a dental guide shown in Figure 3. the same as the medical imaging environment.

Generalizing the Attack: Using this capability, attackers can
make malicious modi cations to the printed objects, suchas 4 Related Work
inserting a hollow sphere in the middle, adopting different |l

patterns, or swapping materials in a multi-jet printer. AS 3D The existing defenses are procedure-based methods][3,
printing technologies continue to evolve, the number of vec- 23, 55] focusing on monitoring the manufacturing process.
tors to implement malicious modi cations will also increase. xCheck is a product-based method that veri es the nished
However, a key observation is that almost all the attacks we product, as shown in Table 1. The discussions in the rest of the

are aware of, regardless of how they are implemented, caus&ection will focus on attack detection and quality assurance.
differences in either geometric properties (shape, volume, EEtc')Existing Attack Detection Methods. The existing attack de-

or material properties (elasticity, bio-compatibility, etc). . . o .
prop ( Y, P Y ) tection methods can be categorized as vision-based and side-
(1) Geometric AttacksAttacks that cause geometric de- . R

L L . S channel-based. Vision-based veri cation compares recorded
viation can result in either exterior surface modi cation or . . o
internal modi cation or both. Stealthy modi cations onthe | 29°> of the production process to detect deviations [5, 5],
. ’ y . but are limited in accuracy and constrained by the ambient
internal of the PSD can often be more challenging to detect . ; . .

light. The use of side-channel signals for attack detection has

than the external modi cations. d o . d . il | h
2) Material Swapping Attackany advanced 3D print- rawn signi cant interest due to its potential to analyze the
( physical process. The side-channel signals allow the recon-

ers house different materials using different storage tanks Ofciruction of physical events during the printing process for

laments, a remote adversary can swap materials within the veri cation [6, 7, 13, 23]. Chhetret al. [13] were the rst to

printer. In thgse attacks,-an af[tacker swaps_th_e material to alteradopt analog emissions to detect compromised objects during
the mechanical or physiological characteristics of the PSD.

the printing process. However, leveraging a single channel
lacks reliability in veri cation, and the printing material is not
3.2 Defender Assumption and System Goal validated. To address these two limitations, Bayeirnsl. [6]
proposed a three-layered defense-in-depth veri cation, where
System Goalsinstead of blocking every possible attack vec- acoustic and vibrational signals are collected to reconstruct
tor of different manufacturing techniques, XCheck focuses on and verify geometric shapes, and a nanoparticle embedding
the veri cation of the nal product with the goal of detecting procedure is used to validate the material. However, the above
geometric attacks and material swapping attacks. defenses face new challenges for the veri cation of medical
Assumptions on Defender: Different from the previous devic_es, including channel _capacity, sensitivity to envir_onmen-
work that assumes a trustworthy monitoring infrastructure @l noise, technology-speci ¢ physical channels, requirement
at the manufacturing site, we make the assumption that thefor pre-recorded data, as well as limited material validation.
defender has access to CT imaging. Besides, we follow ex-Existing Quality Assurance Methods.In medical 3D print-
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Table 1: Comparison among existing work on defenses of 3D printing

) Target Fidelity Env. Limitations
Category Technique Vector FDM | Others | Af. Mat | Noi. | Mod. | Pre.| Reference
. Digital photos X cm* X X X [5]
Vision-based Digital photos X N/A X X [55]
Procedure-based Acoustic Signature X cm X X X 7]
Printing audio X mm X X X [13]
Side-channel-based Audio & Vibration X mm* X X X X [6]
Video & Vibration & Magnet X mm X X X [23]
Product-based Model-based X-ray reconstruction X X sub-mm X XCheck

Other printing techniques include SLA, PBF, MJF, PolyJet. *Indicates the precision level is estimated from the referred paper
Att.=Attack Scale, Env.=Environment, Mat.=Material Validation, Noi.=Noise Sensitive, Mod.=Modi cation on Environment, Pre.=Pre-recorded Data

ing, quality assurance is essential for safety. Existing work [ Geometry Aftack Detection ) 'Q Risk
. . . . uantiPcation
in quality assurance generally checks speci ¢ important fea- [ CT-Model ] [Added/Missing ]_>[ Ray-based ] .

. Registration Voxel Analysis Volume Analysis Gamma
tures such as edge shapes, surface roughness, and protrusions | )
rigidity [3,11, 20, 31,54,57,58]. They all assume the natural ‘ , N

. Material Attack Detection
occurrence of manufacturing defects, and focus on the exam- : : |~ ,
. . HounspPeld Unit (HU) Material Feature
ination of features that can uncover such defects. However, Value Collection Extraction Decision

adversarial manipulations can manifest as arbitrary modi - - /N 4
cations to the design, rendering these tools ineffective. For Figure 4: High-level work ow of XCheck.
instance, we followed existing work [20, 61] and measured

pore size distribution as a metric for porosity quality assur-

ance. In the malicious bone scaffold model where a region of leverages the invariant volume captured by ray-based sub-
the porous structure of the bone scaffold was lled solid, the gpace to detect stealthy manipulations. The gamma analysis

distribution did not change signi cantly, since the removal of combines the analysis results from the previous layers into a
a portion of the pores following the same distribution did not ¢jinjcal risk quanti cation score.

affect the size distribution of the remaining pores.

2 T-M | Regi i
5 XCheck Design 52 C odel Registration

The digitally recovered printed device will need to be aligned
CT scanners image objects with X-ray beam arrays to observewith the original design model for shape comparison. How-
the energy absorption of the object at various angles. The 2Dever, directly adapting existing algorithms for alignment has
tomographic images are then merged to produce 3D volumethigh performance costs, due to the complexity of many medi-
ric images comprising voxels. XCheck veri es the integrity cal devices. For example, a bone scaffold contains more than

by comparing the CT scan with the original design. 10K points in the CT-scan point cloud. To solve this, we adopt
Lloyd’s algorithm [32] to approximate the original model
5.1 XCheck Overview with evenly sized polygons, for use in the alignment stage.

To avoid deforming the geometric features during the align-
XCheck takes a defense-in-depth approach towards physicament stage, we make use of rigid plus scaling registration to
integrity veri cation, from geometry veri cation via volumet-  coherently change the size and placement of the source model
ric model comparison to material veri cation via CT number s that it aligns with the target model. This process aims to
analysis. As shown in Figure 4, XCheck consists of detection nd a transformationT to linearly pull thekth point on the
mechanisms that examine both the geometry and material ofsource modeyy towards the corresponding poixton the
the 3D printed device and a gamma-analysis-based risk quantarget model, and can be expressed as:
ti cation method. The proposed system starts with CT model
registration that aligns the CT model with the design model, T (y,;R;s;t) = SRy, + t; st: R'TR=I;detf(R)=1 (1)
followed by three layers of defense. The rst layer of defense
is voxel-based analysis, which veri es that all voxels of the wheres2 R* represents uniform scalin®2 SQ(3) is the
device match the design instead of just descriptive featuresrotation matrix, and 2 R? is the translation vector. The goal
To understand its security property, we also develop a formal of registration is to nd a transformatioq = ( s;R;t) that
proof of the bounds. The second layer leverages unique X-rayminimizes the misalignment.
properties of different matter to verify the printing materials ~ Two-stage registration.arge degrees of degradations such
via CT number analysis. A ray-based method is proposed as aas occlusion and rotation can often cause registration to fail.
fail-safe to defend against the adaptive attacker who attemptsTo solve this problem, a two-stage registration process is in-
to inject faults within the bounds of voxel-based analysis. It troduced. The rst stage is based Bast Global Registration
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(FGR), which aligns two point sets by nding the correspon- tions. When the reconstructed model is used as the base, the
dence with calculated Fast Point Feature Histogram (FPFH)calculated distance is effective at identifying added voxels,
features [68]Coherent point drif(CPD) [44] is then usedto  thusadded voxel analysi$lowever, when the original model
re ne the alignment, due to its ability to handle noisy point is used as the base, the calculated distance is effective at re-
clouds from the reconstructed model. vealing missing voxels, thusissing voxel analysisn added
Anatomical landmark registratiomrAnatomical landmarks ~ voxel analysis, voxels in the reconstructed model are used to
are a set of biologically meaningful points in an organism, discover discrepancies. For th&point on the reconstructed
which play an important role in medical diagnosis and treat- model, its distance valuewill be calculated as the distance
ment. As such, the anatomical accuracy of landmark featuresbetween the voxel centroig and the least-distanced voxel in
is an important metric for many PSDs [27]. XCheck also of- P,, whereP; is the collection of voxels of the original model,
fers a point set registration for optimizing alignments based given asr (p}; Po) = minfr (pf;y) : y2 P,g, where detection
on landmarks, with which the clinician can specify the regions is characterized by e greater than the threshold determined
of important landmarks to prioritize the alignment upon. by individual clinical treatment. When the voxels are taken
from the reconstructed model, voxels in added regions in the
object will fail to match the voxels in the original design
5.3 Voxel-based Geometry Attack Detection model, leading to the discovery of adversarial manipulations.
For the missing voxel analysis, the original model is used as
Challenges in Using Existing 3D Model Comparison the base model, and the reconstructed model is used as the
Techniques for Integrity Veri cation: Existing shape com-  compared model. The formulation is similar to added voxel
parison techniques aim to distinguish 3D objects using a set ofanalysis. Since voxels in the original model are used as the
well-tuned features. For example, 3D comparison techniquesbase, it is effective in discovering missing voxels.

in [12, 64] use projection-based representation vectors as feaSecurity Guarantee: Intuitively, malicious modi cations

tures to tolerate minor discrepancies, which is important for 56 t create and/or delete volumetric regions to alter the ge-
the application of shape retrieval. However, these small dev'a'ometry, which in turn creates new voxels that will trigger the

tions can have safety implications for PSDs and are important 415m in the analysis system. Since XCheck does not make
for security veri cation. As a result, the direct application of - 555 ;mptions on the two shapes and compares all the voxels in
existing 3D model comparison methods is insuf cient due 1o the model, it detects all voxel deviations, similar to a byte-by-
this fundamental difference. byte le comparison. However, since the granularity of the
Within this context, detecting geometry manipulations re- reconstructed model is directly related to the delity of the
quires new designs of comparison algorithms, which face two CT.scan, XCheck is also limited by the scanning capabilities,

major challenges. First, any type of imaging system including more preciselye, whereeis the CT scan resolution. More

digital reconstructed model. As a result, there is no one-to-

one mapping of geometry elements (e.g., vertices, surfaces . .

between the design model and the CT model. Second, meshe)é-4 Material Validation

comprising surfaces are the most common format in describ-y;4terials used in medical printing not only impact the me-
ing models in 3D printing, but they are insuf cientin security  chanical properties of the nished PSD, but also the chemical
veri cation since mesh structure_disregards the volur_netric and physicochemical properties. As such, it can be an effective
features. We propose to approximate both models via VOX-gitack vector. Existing work [6] has explored the possibility
elization and analyze their displacements, which we name as; adding nanoparticles to laments for identi cation. We
voxel analysisBuilding on the intuition that geometry attacks {4k a different approach that leverages the principle of the

require modi cations on the voxel constitutions, we develop aitenuation of electromagnetic rays by different materials to
added voxel analysis and missing voxel analysis to detect a"identify unwanted materials in a print.

deviations _greater than a bounded c_onstant. To understand ;g principle is used in medical imaging to distinguish be-
the theoretical property of the protection, we also developed yyeen different tissues such as bones and muscles. Each voxel

a proof of voxel analysis detailed in Section 7. has an intensity value, quanti ed using theuns eld scale

Our Approach - Differential Voxel Analysis: To address  which is referred to a€T numberThis number represents the
the challenge stemming from the lack of one-to-one mapping X-ray attenuation coef cient, based on which the Houns eld
of geometry elements, we propose to use the Euclidean disUnit (HU) scale is a linear transformation with water and air
tances between each voxel centroid in the base model andle ned at 0 and -1000 [17]. Ideally, different materials should
the corresponding closest voxel centroid on the comparedexhibit different HU values, but it has been found in medical
model as a metric. Depending on if the reconstructed modeldiagnoses [35] that HU values of the same kind of tissue can
or the original desigh model is used as the base, the measurethave a wide range of readings due to uneven physical densities
deviation can uniquely identify different types of manipula- at different locations. Therefore, X-ray absorption is impacted
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by physical density (geometry) and atomic mass (material). First, current ray-based approaches place emphasis only
While such variation exists in medical image visualizations, on the outer envelope of an object and discard the internal
the focus is often on enhancing the differences among differ-structures. To address this, we modify the method to capture
ent types of tissues with prior knowledge of human anatomy, the innermost envelopes. However, it is still ineffective in
such as muscle (HU: 35 to 55) vs bone (Cortical HU: 1800 to detecting attacks that are located behind the rst layer of
1900) [46]. On the other hand, for material veri cation, our internal surfaces around the model centroid. To solve this
goal is to minimize the possibility of undetected adversarial problem, we emanate rays from each voxel instead of the
insertions of alternative materials into the PSD. To measure geometric centroid, which is designed to capture geometric
the differences between voxel distributions across the entirefeatures within a small region around each point. Lastly, when

printed device, we uskeernel density estimatiofiKDE). rays are cast with random horizontal and vertical angles they
The distributionf (x) of a set of HU value$xi; X;:::; %g do not result in uniformly distributed points in space (such as a
from the CT scan can be estimated as: spherical surface). Therefore, we use the Fibonacci lattice [18]
‘ to create uniformly spaced rays.
= = Kk XX @
kbi_, b

(©) * Q
whereK is the Gaussian kernel function ahds the smooth- - ®
ing parameter. Since the same type of PSDs generally shares ® %
similar geometries, differences in materials usually lead to ® 2 L
different distributions of HU values. For quanti cation, we
further extract three features: expectation, highest density, and >
its corresponding HU value to represent the material. (1) Select Voxels (2) Cast Rays (3) Extract Alpha Shape

with Thresholding with Fibonacci Lattice of Attacked Region
Experimental Veri cation: We experimentally verify that
our proposed technique can distinguish common printing ma-  Figure 5: Visualization of ray-based attack detection.
terials using three types of medical devices (organ-on-chip,
dental guide, orthopedic screw) with the seven most common By placing the rays that capture the geometric features of
materials including a biocompatible resin. More details for both models, we further consider the following two questions:

the experiments can be found in Section 6. (1) how to visualize the volumetric differences, and (2) how
to quantify volumetric differences for attack detection. Given

5.5 Ray-based Adaptive Attack Detection an origin, when an emanated ray intersects a model, its length
correlates with the magnitude of the inconsistency. To capture

Need to Defend Against Adaptive Attacker: In voxel anal- the discrepancy in volume, we record all rays that have differ-

ysis, each voxel is represented by its centroid in the calculation ent intersection coordinates between the reconstructed model
of the distance to its matching point. When voxel analysis is and the original model. We can capture the different regions
ultimately comparing two point clouds, it disregards the geo- by recording the rst intersected point because it describes
metric context information, such as the surrounding shapesthe extent of the deviation. To reconstruct the volume, we
and voxel connectivity. Exploiting this limitation, an adver- generate aalpha shapdrom the intersection points. By us-
sary may craft stealthy attacks where the deviation is belowing Delaunay complexes and their ltrations, the alpha shape
the CT scanning limit while preserving the voxel features, but provides a quantitative method to accurately describe and
these small deviations will aggregate leading to signi cant compute shapes at multiple levels of detail.

differences in the volume of the PSD to harm the patient. To summarize, the key idea of ray-based analysis is illus-
The bone scaffold attack we developed for evaluation is antrated in Figure 5. Selected points of origin for rays de ne
example of stealthy manipulations, where pore radius is delib-the collection of subspaces to verify, for each subspace, the
erately increased, but the magnitude is carefully planned suchmeasured volume is then checked against the original design.
that individually they are almost always within the bounded re- The selection of points can be random, uniformly distributed
gions, however, the aggregated impact cannot be overlookedwithin the model space, or voxels discrepancies above a spe-

Our Approach - Ray-based Volumetric Attack Detection: ci ¢ threshold, providing different levels of protection.

To solve this challenge, we designedhg-based volumetric

analysisto detect divergence in geometric volume. Thecon- 5 6  Gamma Analysis for Aggregated Risk

cept of the ray-based feature was rst proposed by Vrahic

al. [65] in the context of information retrieval to describe 3D While voxel-based analysis and ray-based analysis offer com-

shapes by measuring the extent of an object in given direcplementary mechanisms to measure geometric inconsisten-
tions, i.e. along de ned rays. However, this initial design is cies, both methods rely heavily on the strong expertise of users

limited in three aspects for device integrity veri cation. to understand the impact of attacks. To address this limitation,
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we build on the concept @famma analysifrom radiother-

apy [37] to aggregate measurements from different analyses
of the PSD into a single number describing the clinical risk
of the medical device being compromised.

Gamma analysis is an approach used by the medical com-
munity to aggregate clinical factors into a single metric [37].
To quantify the integrity of a printed PSD, there are four key
parameters, each individually capturing a unique attack vec-
tor. First, scaling in registratiorgf) can be used as an attack
vector. Since the registration aims to minimize misalignments
between two models, the reconstructed model can be linearly (a) Visualization without colormap (b) Visualization with colormap
scaled to better align with the source model. An adversary can
create a geometrically matched device at a different scale thanFigure 6: User interface of XCheck with/without colormap.
the original model, while the registered reconstructed model
and original model would still match. To defend against this
attack, the scaling factor is captured®s j1 g, wheresis the.dent.al surgical guide in Sectioq 53 asan example, after
the scaling parameter in alignment. Geometric deviations in égistration and downstream analysis, XCheck provides users
the voxel analysisgh) are previously discussed, and the key with an interface as shown in Figure 6. Several customiza-
idea is to use the maximum voxel deviation to describe this fions can be applied to aid users in the veri cation process.
factor. This is because if there is one instance of deviation The Colormapcheckbox allows users to apply (or remove)
above the threshold, it is unlikely the device can be accepted@ colormap, which normalizes a color gradient and paints in-
For volumetric differences in the ray-based analys3, (it diyidual voxels _based on their calculated Euclidean distance
is designed to captulé as the percentage of device volume With the matching voxel on the compared model. We also
that shows mismatched geometry. Lastly for material, the de-design rendering based on color psychology, where we use
viation M is described by the expectation, peak density, and blue to render voxels with sh_orter d|stan_ces (i.e., s_afer yoxels)
the corresponding HU value in the estimated HU value distri- @nd red to render voxels with larger discrepancies (i.e., at-
bution. Incorporating the above elements, the aggregated riski@cks more likely to happen). Users can also control different

scoreGpsp for the PSD can be formulated as: aspects of the visualization using the following sliders. (1)
q Opacity Iters out voxels below a certain distance threshold;
(2) Colormap Upper Boundpaints all voxels with distance
= 2 2 2 2
Gesp=  (G5)°+( )"+ ()" +(aw) ) above the upper bound red, then normalizes and assigns colors

with the new bounds; (3Folormap Lower Boundpaints all
voxels with distance below the lower bound blue, then normal-
ize and assign colors with the new bounds; andP@iht Size

the acceptable threshold criteria farFor the individual pa- ~ 2diust voxel size ranging from 1 to 10. By customizing these
tient and the PSOC, depends on clinical factors such as parameters, users can identify whether a region of interest has
patient age, sex, and the purpose of the PSD. For example?€€n manipulated.

the scaling factoSis critical for an implant to ensure patient

t, but it is not as important in an anatomical model. The key 6 Experiments and Evaluations

idea behind they, is that if any deviation within its acceptable

threshold, its gamma value would be a constant valug of ~ gyajuation and Attack Design Rationale: Our evaluation
however, the more it deviates beyond its acceptable thresholdis gesigned to analyze the effectiveness of XCheck in: (1)

Intuitively, this risk score is an aggregation of the four
risk factors. For each risk factq, g, is de ned asg, =
maxt p;Cpg=Cp, Wherep can beSD;V or M, while C, is

the more dominant that factor is in the gamma analysis. identifying malicious geometric modi cations on devices, (2)
Therefore, a standard object should pasgdi@ma anal-  etecting adaptive adversarial manipulations that attempt to

ysiswith all four factorsgs;gp; 9/ andgu equal tol, which  hige under the scanning resolution, (3) distinguishing the ex-

sets the acceptable threshold for the composite V@ as  jsting commercially available printing materials, and (4) using

of an attack, and a higher gamma value indicates a highergevices. Instead of evaluating on a few models in a case study
attack probability or a larger magnitude of the manipulation. manner as done in existing work, we conducted a larger-scale
experiment with 47 PSDs covering a variety of medical appli-
5.7 Adjustable Visualization catlgns and attack types. Out of the pr.|nted modgls, 8 were
benign models, 30 underwent geometric modi cations while
Proper visualization is a key element that empowers users toretaining the original material, and 9 underwent material mod-
understand the veri cation results in an intuitive way. Using i cations while maintaining the original geometry. One SLA

2822 32nd USENIX Security Symposium USENIX Association



printer (ELEGOO Mars UV Photocuring 3D Printer) and one
medical CT (Siemens Vision) scanner were used in the pro-

cess of manufacture and veri cation. Some of the models are
shown in Figure 7.

@ Enlarge

y
./
W Minor Diameter
’4—“» Major Diameter

Figure 8: Minor diameter attack on orthopedic screws. From
left to right: 4.52mm, 4.80mm, 5.06mm minor diameter.
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Geometry Attack Evaluation: Orthopedic screws are used

to evaluate geometric modi cations because changes in the
key mechanical characteristics, such as minor diameters, can-
Figure 7: The printed and scanned models. not be easily captured by existing 3D shape comparison algo-

rithms, which generally discard minor differences. For this
We selected four medical applications for evaluation as model, we implemented four adversarial manipulations: (1)

they uniquely represent different domains. The orthopedic €longating the non-threaded shank, (2) removing a section of
screw represents implant, the bone scaffold represents tissuéhread, (3) enlarging the minor diameter, and (4) enlarging
engineering application, the dental guide represents surgicathe pitch size. Due to limited space, only (3) is included in
instrument, and the lung-on-a-chip represents pharmaceutithis section.
cal research. The orthopedic screw is used to evaluate mali- Figure 8 shows the attack that increases the minor diameter
cious modi cations on surfaces since subtle modi cations to 0f the threads while preserving the major diameter. The base
its geometric surfaces can signi cantly vary the mechanical model’s minor diameter ig¢.52mmand we change this to
properties. The bone scaffold is used to evaluate adapted mod4.58mm, 4.70mm, 4.80mand5.06mmas adversarial modi-
i cations on internal geometry because of its highly complex cations. The left three pictures in Figure 8 show the printed
porous structure. To evaluate material attacks, we performedscrews. As shown, it is dif cult to differentiate these mod-
tests on the orthopedic screw, lung-on-a-chip, and dental guide€ls visually. Such modi cations can affect the adhesion of

models, and quanti ed the relative sensitivity of each model these screws and potentially lead to problems such as causing
to changes in material properties of mechanical strength, elasfracturing or bone separation.

ticity, and biocompatibility.

Similar to existing works [5, 6, 23], we have to develop
our own attacks due to two reasons. First, naive attacks are
often easy to detect, and stealthy adaptive attacks can further
challenge our defense. Second, attacks with physiological im-

pacts simulate potential threats in the real world and therefore = = = :: = =
are better validation cases. To make the models and attacks = = (=Y = = %
realistic, the patient-customized base models are developed in 4 Ao = “ <

{

collaboration with the medical 3D printing lab in the medical (@) AVA (b) MVA (c) AVA (d) MVA (e) AVA () MVA
school, with some sourcing from the National Institutes of =~ 4.58mm 4.58mm 4.8mm  4.8mm  5.06mm 5.06mm
Health (NIH) resource sharing platforms. We u&dnder,
Cinama3D with Proc3duraleandPTC Creoto create the
attacked models and sliced them ust@gitubox a popular
slicer for resin-based printers. We printed our models using an
ELEGOO Mars UV Photocuring 3D Printer with a resolution

Figure 9: Added voxel analysis (AVA) and missing voxel
analysis (MVA) on detecting the enlarged minor diameter.

The detection results are listed in Figure 9, where the
of 0:047mm The models were further cleaned with 95% ethyl 4.70mm model is not shown due to its similarity to the

alcohol during post-processing. The scans were performed ord:80mmmodel. It can be seen that all thread ank regions
a Siemens CT scanner@bmmslice thickness. Resolution  are rendered in red, indicating the existence of attacks. With
along x and y axes is 51512 pixels oftL  1Imn?. Similar

either the reconstructed model or the original model as base,
to existing works [5, 6, 23], we did not perform experimental bothadded voxel analysigVA) and missing voxel analysis

comparisons with previous work due to signi cant differences (MVA) are able to highlight the modi ed region. This is be-
in targeted attack vector (all vs speci c), methodology (CT cause that when the designed model serves as base (MVA),

vs side-channel), precision (arbitrary changes mm/sub-mmthe original volume around the thread pitches are missing on
level), and printing technology (generic vs FDM).

the printed model, while when the CT is used as base (AVA),
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(a) MVA 0.25mm (b) Ray 0.25mm(c) MVA 1.25mm (d) Ray 1.25mm

Figure 10: The appearance of thumb proximal phalanx bone Figure 11: Missing voxel analysis (MVA) and ray-based anal-
scaffold during the creation and manufacture processes.  ysis on detecting the region of reduced pore size.

the volume on the enlarged thread pitch appears as an addethus affecting the ability of a scaffold to support new tissue
feature to the original design. This attack triggers both added formation [33]. For this attack, four malicious models were
and missing voxel discrepancies and is detected by both.  designed, each with an internal region that contained modi-

Adaptive Geometry Attack Evaluation: XCheck is evalu- ed porous structures. The affected regions in each model had
ated against adaptive attacks with the bone scaffold models, or@ radius 0f0.25mm, 0.75mm, 1.25mand1.75mnrespec-
which we specially crafted stealthy modi cations that cause tively. The average pore size in these regions was reduced
minor changes below the scanning resolution of the CT. The from 155m to 15m, which could signi cantly impact the
pore size within a small region (e.g., radius025mn) is nutrient ow in these regions. Such change can have severe
reduced byd:14mm whereas the CT resolution1snm We consequences in the cell cultures, with decreased cell prolifer-
show that these attacks are effective in evading the voxel-ation and nutrient availability in these regions. Besides pore
based geometric comparison due to their small magnitude ofSize, the affected region also plays an important role, since the
changes, however, the aggregated volume from such smallarger the tampered region, the more likely the cell cultures
changes can still harm the patient in unexpected ways. will be affected during proliferation.

Bone scaffolds play an important roletissue engineering Figure 11 shows that XCheck can detect and visualize mod-

applications, as they provide support for cell attachment andi €d porous regions as small &25mm Note that we only
growth, similar to extracellular matrix (ECM) in native tissues. show the results fd:25mmand1:25mmdue to limited space.
As with most scaffolds, the pore size, interconnectivity, and While users may be able to visualize internal discrepancies
shape are key factors. They are important in various tissuein voxel analysis by adjusting opacity, many modi cations
development stages, from cellular attachment and motility On complex internal geometries can be dif cult to visualize
to nutrient diffusion and waste removal. As a result, small using this method, as shown in Figure 11(a), 11(c). The voxel
changes in the diameter of the pores or their interconnectivity analysis is only able to locate deviations that exc@@&mm

can lead to severe consequences. yet it shows only a small portion of the impacted area. It

Figure 10 shows the three steps of creating the thumb prox-iS because there are too many voxels with similar distances,
imal phalanx bone scaffold. The initial model without porous which result in noise and cause the tool to miss the deviations.
structure (top left) is generated from a patient model with sur- On the contrary, the ray-based analysis extracts volumetric
face remeshed while preserving the geometry. Then a porousshapes around the impacted region, which is more informa-
volumetric texture is created using a 3D shading tool called tive about how the geometry differs and how much volume
Proc3duraleto create the scaffold (top right). The printed is maliciously affected. The results of the ray-based analysis
model is shown at the bottom. are shown in Figure 11(b), 11(d).

We conducted four adversarial manipulations: (1) adding Material Attack Evaluation: We focus on different types
material in the form of internal solid regions, (2) removing of materials available for SLA printers. Similar to previous
material to leave internal hollow regions, (3) reducing the work [6], we did not test on organic matters, since scaffolding
pore size in certain regions, and (4) rotating the condyle to often determines the nal organization of tissues, and various
different extents. Limited by space, we present the results of challenges in experimenting on live cells. While this may
the third attack due to its stealthiness and potentially high limit us to a smaller set of materials, the collection still gives
impact on physiology. us a reasonable evaluation of the feasibility of our detection

Previous research has demonstrated that scaffold porositymechanism. Materials commonly used in SLA printers are
and pore size can affect cell attachment and ef cacy, mechan-characterized by three main properties, hardness, elongation,
ical strength, the ability to promote in vivo osteoconduction and biocompatibility. We selected three models, orthopedic
and vascularization, and in vivo and in vitro cell signaling, screw, lung-on-a-chip, and dental guide to test material attacks
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that aim to compromise the mechanical strength, elasticity, or
biocompatibility of each device respectively. In the following
section, the orthopedic screw models were used for case study.

Table 2: Compared materials utilized for SLA printing

Name Feature Hardness| Elongation| *Bio
LCD-MG | rigid & tough 80D 5%
LCD-C casting 80A 24%
LCD-N nylon-alike 75D 115%
LCD-E elastic 26A 300%
LCD-G super clear 70D 5%
SG Guide | biocompatible 70D 7% X

Figure 12: Material clusters - each point shows the expecta-
tion, the highest density and the corresponding HU in KDE.

For the orthopedic screws, mechanical strength is a key
attribute. Five different resing,CD-E, LCD-C, SG Guide, . . ) .
LCD-N,andLCD-MGwere adopted to change the mechanical the medical prlnterllm_pose a physical limitation on how low
strength of this model, where their hardnesses are 26A, 80A € acceptable deviation can be set.
70D, 75D, 80D, respectively. Following this rationale, we tested the proposed gamma

Using all the orthopedic screws printed in the geometry analysis on each attack implementation. Working with medi-
evaluation as screws with different specs (i.e., length, pitch cal experts_, we set th_e acceptable deviation levels according
size, minor diameter, and thread number) but the same mat® the device operating environment. The.results from tr_le
terial, we aim to measure the deviations of these materials9amma analysis can be found in Table 3 in the Appendix,
from the standard material. Figure 12 shows the results, whereVhere we successfully detected 37 out of 39 attacks imple-
the z-axis is the expectation of distribution, the y-axis is the Mented on the four types of models. Note that our detection
highest density of the estimated KDE function, and the x-axis esults are outcome-oriented, and the system will reveal all
is the corresponding HU value of the highest density. the discrepancies greater than th_e speci ed value in the policy.

In our experiments, the orthopedic screws varied in length PSDS that have not been modi ed and were properly pro-
by 1:2cm (22%), pitch size bw:5cm (18%), number of sec- duced generally exhibit minor deviations due to imprecision
tions by one (9%), and minor diameters @§4mm (12%). in the manufacturing process. In such cases, the deviations
Despite the different geometries, they remain closely clustered@re relatively small and therefore won't trigger the detection
as shown in Figure 12, as compared to the screws with theSystem. For malicious devices, there have to be volumetric
same speci cations but different materials. We also observed Medi cations to have meaningful physical world effects and
that even though material composition may play a larger role therefore will be detected by XCheck. For modi ed but not
in the HU value and density, geometry also matters. As a Malicious PSDs, the XCheck will also raise an alarm, since

result, PSDs with a similar high-level design would exhibit a there is no mechanism for the machine to determine if the
similar signature in the KDE. modi cation will have clinical risks or not. The physician has

to make the call in this case.

True Negative, False Negative, and False Positivéhe re-
sults of XCheck include both false positives (FP) and false
As previously de ned, the value @pspis determined by four ~ negatives (FN). In our evaluation, there were two false nega-
factorsgs; a; ov; v, with each monitoring an attack vector. tive cases, in which the modi cation magnitudes were signi -
Therefore, a PSD is considered benign wheGisy value cantly below the CT resolution. Such failures are within our
is 2. Since deviations will be recorded if they exceed the expectations since it is hard to capture attacks smaller than the
acceptable threshold;; Cp;Cy andCy, these parameters  CT resolution. To gain better accuracy, one can use microCT
need to be carefully selected based on the individual patientthat offers a higher resolution @ m. A low false positive

and the medical application. There are two main consider-rate (i.e., high true negative rate) is essential for XCheck, as
ations. (1) The smallest feature deviation across the entireit is anticipated that the majority of all manufactured devices
device. For example, the smallest feature on the surface ofare benign in practice. In the experiments involving eight
an orthopedic screw is the threads. In our selected model, thebenign models, we encountered two possible FPs. The two
distance between the non-threaded shank and each thread BP cases occurred in the lung-on-a-chip models where ge-
0:8mm the acceptable distance discrepa@gycan be setto  ometry attacks were detected. Upon closer examination, we
this value. (2) The highest resolution in the manufacturing identi ed tiny manufacturing defects where the hollow mi-
pipeline. Particularly, the resolution of the CT scanner and cro uidic channels were not properly molded, likely due to

*Bio stands for Bio-compatibility.

6.1 Gamma Analysis Evaluation
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the resolution limitations of printers. This also shows that of e, XCheck guaranteeze-geometrically bounded matching
our tool may not differentiate between random and malicious of the reconstructed mod®l; and Mgy, therefore detects all
modi cations, similar to a byte-by-byte comparison-based geometric attacks with voxel change greater ti2an

le integrity veri cation in the cyber domain.

It is important to note that the low FP rate in our evaluation A proof is given in Appendix A.1. Intuitively, Theorem 1
relies heavily on both hardware capabilities and threshold se-States that XCheck is guaranteed to detect all geometry at-
lection. The printer and scanner used during experiments bothtacks that cause voxel changes greater than twice the threshold
exhibit relatively high resolution, which enabled the success- Of scanning limit. A key idea of the proof is that the added
ful manufacture of devices and accurate digital reconstruction.Portions of the geometry will inevitably introduce new vox-
There were two cases of manufacturing defects in our evalua£ls to describe the additional volume, and a similar rationale
tion due to limitations on printer capabilities, and two cases also applies to attacks that remove voxels. As a result, the
where XCheck failed to detect the attack due to limitations on tWo models are no long&e-geometrically bounded, causing
imaging capability. Therefore, it is important that appropriate the attack to be detected. Due to uncertainties in the recon-
hardware is selected for the corresponding clinical application.Struction, the guarantee can only be made when the range
Additionally, the selection of the threshold is also a key factor. Of Possible values between the attack voxel and the original
In the experiment, we worked with medical experts to set the Voxel do not overlap, thuse2
threshold, since the threshold is likely to be different for each Defending Adaptive Geometric Attacks: While changes
clinical application domain. When the thresholds were set to bigger thare can be revealed, detecting attacks below this
extremely small without consideration for the hardware capa-threshold in a noisy real-world environment is probabilistic.
bility or clinical application domain, the FP rate will increase Knowing the imaging limit of CT and the tolerated deviation
signi cantly. While our tool provides automatic analysis and of the defender, an attacker can restrict the changes to be
visualization for the veri cation process, it is ultimately up  slightly below the threshold in an attempt to evade detection
to the medical professional to make the informed decision on using a highly precise (sub-mm) printer. The detection accu-
whether to accept the printed PSD or not. racy is further limited by not only uncertainties in imaging

Run-time Ef ciency: We also evaluated the run time ef -  butalso uncertainties in printing. However, an invariant is that
ciency of XCheck when verifying each printed PSD. The run in order to cause effective harm to the patient, the attacker
time was recorded from the start of registration to the end heeds to make such attacks over a substantial area to have
of gamma analysis, including all the involved analysis tech- Physiological effects, which in turn increases the chance of
niques. The average run time for the evaluated 47 PSDs isbeing detected. With high-precision images, even small re-

258.2 seconds. More details are in Table 3 in the Appendix. 9ions have a large number of voxels. For instance, it requires
modi cation on over 200 voxels to createlann® hollow

sphere within the bone scaffold model. The stealthy attack
also needs to maintain invariant volume among sub-spaces
to evade ray-based detection, while remaining undetected by
the added and missing voxel analysis. Further analysis with
De nition 1. LetVyy be the set of voxel centroids in voxelized noise distribution model is available in Appendix A.2.
modelM, d(x;y) be the Euclidean distance of poxandy, Defending Adaptive Material Attacks: For material at-

the distancéd(x; M) of a pointxto a modeM is de ned as tacks, the adversary capability varies signi cantly between a
minf d(x;y)jy 2 Mg (distance to the closest voxel centroid in - remote attacker and a physical attacker. Remote attackers can
the matching model). We denote the CT reconstructed modebnly switch existing materials that are loaded into the printer,
M. and design modé¥lg to bee-geometrically bounded, if  therefore the choice is very limited. Most of the time, ma-
deviationma{DeMc; Mq)] < e, where: terials loaded into different containers of the printer present
different CT-response pro les, as shown in our experiment
on the 7 types of main materials for SLA printing. Therefore
they can be detected using XCheck.

With physical access, an attacker can make arbitrary
changes to the materials, which makes detection much more
challenging due to the diversity of harmful materials. In gen-
eral, materials often exhibit different X-ray attenuation prop-
erties. Even when they have similar HU ranges, their vari-
ances are different, such as high impact polystyrene (HIPS)
Theorem 1(2e-geometrically bounded attacksynder the and polylactic acid (PLA) [45]. Additionally, they differ in
assumption thal/; is an accurately reconstructed model of other properties such as density, hardness, tensile strength, and
printed device using computed tomography with resolution best printing temperature [59]. Therefore it is dif cult to nd

7 Security Analysis

Theorem 1 characterizes the security of XCheck.

DeUMc; Mq) = fD(X;Mq)jx 2 Vv, g [f D(y;Mc)jy 2 Viv,9

De nition 2. Voxel change magnitude is de ned as the min-
imum displacement between any voxel centwjglin Voiq

and any pointppew in Vihews WhereVg g is an existing volu-
metric model of which a voxel has the shortest distance to
any voxels in maliciously crafted new moWgl,, written as
minf ds(Void; Pnew)jVoid 2 Void; Pnew2 Vhewd-
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materials that exhibit similar CT responses and mechanicaling medical CT [22], and the shape variation can be controlled
properties. Furthermore, many organic toxins are generallyunder 10 micrometers when the recommended orientation is
fragile under heat or UV light, and are therefore unlikely to followed on industrial high-resolution CT machines [63]. In
survive the manufacturing process. For example, active virus practice, standard clinical examination CT protocols dictate
is relatively low resistant to UV light [38]. Moreover, many speci ¢ object orientations for optimal imaging quality [24].
contaminants such as heavy metals and radioactive element§he last perspective is scannable material. While medical
will leave signi cant footprint in CT images. As a result, itis CT imaging is effective in distinguishing tissues, its reliance
non-trivial to nd material that can maintain toxicity through on the diversity of X-ray attenuation properties of various
the manufacturing process while keeping similar mechanical materials poses some limitations. For example, medical CT
and optical properties. Lastly, we would like to emphasize machines generally cannot scan metal objects. Besides, spe-
that XCheck likely cannot prevent all types of lethal toxins us- cial materials may be exploited such that some internal layers
ing only CT scans. However, it signi cantly raises the bar for of the PSD are not clearly visualized in CT scans. In such
attackers who not only need to have access to non-traceableases, the inaccuracy from CT recovery will likely trigger
toxic materials and anonymous physical access to the facility a rejection of the medical device and raise alarm, since the
to avoid attribution, but also need to possess strong expertisegeometry does not match the design. The physician could
in material science and human physiology. leverage stronger CT (such as industrial CT) machines to
scan metal implants or penetrate the material.

8 Limitations and Discussions Printers and Scanners Variations:XCheck is designed to
inspect the nal product, therefore, it is capable of disen-
tangling the production process and the veri cation process.

(E]OSE Tec_hnical feﬁl inlcludir;]g thez(cjgsfts dire(;]tlé_lr_elated t02 Even though the separation from the printing process allows
the scan is generally less than $ oreac scan [5 ]XCheck to apply to different printing technology, it also pre-

For regular devices, the scanning cost for each can be EVeNents the procedure from taking advantage of the unique
lower, as a batch of multiple devices can be scanned at th

S ice. On the other hand ¢ hysical behaviors of each printer technology. Unlike printer
same time in practice. On the other hand, treatment Costs 11 ation | scanner variation has a greater impact on the per-

PSD implanting, such as organ transplants can cost miIIionsformance of XCheck. The higher the scanner resolution is
of dollars. Considering t.he risk to patignt lives and relative the more accurate XCheck is. The higher the accuracy of thé
treatment cost, XCheck is a cost-effective approach. scanner, the better XCheck performs. Fortunately, all medical
Dependency on CT ScanningEven though the methodol-  imaging facilities have periodical maintenance to ensure the
ogy in XCheck is independent of the CT scanner used, theoptimal performance of the scanner [26].

performance of the system heavily relies on CT imaging when
deployed, since it is the bridge between the actual physical
medical device and the digital reconstruction used for ver-
i cation. For this technology to transition to practice from
fundamental research, the following aspects should be further

investigated. The rst aspect is the accuracy and resolution of g]ai:??:’aslgr?;ztg:aniii, \;\;?et:jeillﬁ\o/?r:agir;:g: ;;J:Ogrprorcssjr;?i:m
the CT scanner. The smallest unit of scanning is captured by 9 gery prep

the resolution. In the context of security veri cation, adversar- ?h'icglforldk take Corurls;nvivnhljlte anlilys;: E[)ierfo\ered lralyia(Crheckh
ial modi cations have to be greater than twice the resolution ypically lakes severa es. In practice, we consider suc

for XCheck to guarantee detection. Accuracy is less well- efforts reasonable in light of the potential risks.

de ned, for the purpose of discussion, we consider the proba-Applications beyond Medical DevicesQutside the realm of
bility of the CT scan matching the physical objects. In general, PSDs, the core techniques of XCheck can have broad impacts
the less the uncertainty is, the higher the accuracy is, and then verifying the integrity of other physical objects that may
lower the false positive is. The second aspect is the calibrationbe of cyber origin, including the medical devices or mechan-
of the CT machine. Calibration is a maintenance process thatical components that are not manufactured by 3D printing.
takes place regularly. The lack of calibration can result in er- As such, it can potentially serve as a general tool for quality
roneous HU value reports, thereby leading to incorrect patient assurance that provides a more comprehensive veri cation.
diagnosis and inaccurate analysis results of XCheck. To miti-Beyond that, they also have potential applications in other
gate the risks, radiologists and department imaging directorsareas. For instance, the techniques could be adapted to aug-
typically establish rigorous protocols that practitioners must mented reality (AR) for inspection assistance, or be used to
follow to ensure the optimal functioning of CT imaging [26]. compare the shape of the same object but sensed via different
The third aspect is the scanning orientation of specimens. Forsensors (LIDAR and Radar) to prevent injection attacks [67].
patient safety, this has been studied extensively [22,63] andTechniques we developed for XCheck is a step forward in
research indicates high concordance of shape measurement usnabling its application for security.

Scalability of XCheck: XCheck is designed to check each

PSD against its design individually, therefore its scalability
can be limited especially when the veri cation involves hu-
mans (e.g., physicians) in the loop. After consulting with
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Ethical Considerations: We follow the best practice from
the community to address ethical considerations. First, we dis-
closed the vulnerabilities to the vendor and collaborated with
them to understand and remediate the issues, thereby reducing

the risk of adversaries exploiting them for nefarious purposes.
Second, while the high-level idea of attacks is discussed in

the paper, implementation is non-trivial requiring expertise

in computer security, manufacturing, and human physiology,

as well as a signi cant commitment. Lastly, by making the
vulnerabilities known to the community, we aim to shed light
on the new threat landscape to motivate effective protection
before it manifests in the real world and harms the patients.

9 Conclusion

(5]

Felix Baumann and Dieter Roller. Vision based error
detection for 3d printing processes. MATEC web of
conferencesEDP Sciences, 2016.

6] Christian Bayens, Tuan Le, Luis Garcia, Raheem Beyabh,

Based on our analysis of existing medical applications of [8]

3D printing, we proposed XCheck, a cyber-physical cross-

checking system that leverages widely available access to 9]
medical imaging to verify the integrity of patient-matched

medical devices by comparing CT scans with their design
models. Building on techniques from computational geom-

etry, we developed new 3D shape comparison techniques

along with its security proof to address new challenges due to[10]
their application in security. We experimentally evaluated our
system on 47 PSDs to explore the feasibility and limitations.
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whereTyox represents the threshold for voxel analy$isand
f, are the probability density functions ef ande,. The

A Extended Security Analysis distribution of the attack magnitude can be expressed as:
2z
A.1 Proof on 2e-Geometrically Bounded At- foM)= fi(er) fo(e)dede st:jM+ e+ & Tuox (5)
tacks As such, the attacker may estimate a probability density

function of the attack magnitude, where a larger magnitude
will likely to cause more severe damage, while a higher den-
sity means the corresponding magnitude will be more likely
Proof. Given a CT scanner with a resolutionethe distance  to evade detection. The attacker may make a trade-off to select
between any adjacent voxel centr@id;v) is bounded by  the proper attack magnitude. Assume the attacker selects the
e i.e.d(vi;vo) e Furthermore, the distance of any voxel attack magnitude to be within a ranfye n], then the possi-
within the volume of model is also bounded &yotherwise, bilitprf evading detection for each point can be estimated as
a new voxel should be created to describe the volume. pP= " fuodM)dM. As the voxel analysis checks every voxel
Given the assumption above, we can prove Theorem 1 byand only passes if all the deviations are within threstioigl,
contradiction. Without loss of generality, we assume that an the possibility of a malicious PSD to evadefgx= L, pi.
adversaryA modi es the PSD, which causes a deviation of Note that the increase in false positive rate due to this ap-

The proof of Theorem 1 that XCheck provideze
geometrically bounded guarantee is as follows.

magnitude2e and remains undetected. Thewy 2 My; pn 2 proach is mitigated by the gamma analysis. In a benign print,
Vi d(Vo; pn) > 2e by de nition 1, whereV, is the new vol- even if the printed model may have several voxels that deviate
ume. Since all voxels must be boundeddyya new voxel from the original design, the exceed magnitude is very small.
has to be added to describe the new volumetric regign, In order to evade ray-based analysis, the attacker may esti-

Because the shortest distancepafto any existing voxel mate the volumetric differencg,y in a similar formulation

is greater thar2e (i.e. min[d(pn;V)] > 2e;v2 My), and the as Eq. 5. Since ray-based analysis accumulates and restricts
distance of all voxels iV, must be bounded te therefore deviations in arbitrary regions, the attack space for evading de-
new voxels must be created to describe the volume. As atection is further compressed. As a result, our analysis based
result, for the new voxeV,, it must satisfyd(va; pn) < e on different types of geometric invariants signi cantly limits
Together with the constraint thd(vo; pn) > 2e, we can de- the attacker’s ablllty to modlfy PSDs without being dEIECIEd,
duce thatl(vy; pn) > e, since within the plane that is formed  thus lowering the risk of cyber-physical attacks on patients.
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Table 3: Gamma analysis for detecting geometry and material attacks

Base Model

Attacked Feature

Attack Extent

Gamma Analysis

Run Time (sec)

Attack Detection

S D Y M G
0.2cm 1.28 | 1.10 1 1 2.20 235.8 X
Length 0.4cm 157 1.16 1 1 2.41 236.2 X
0.8cm 2.61| 1.40 1 1 3.28 235.3 X
1.2cm 3.55| 1.54 1 1 4.12 234.7 X
0.06cm 1 1.21 1 1 2.11 230.8 X
Thread distance 0.15cm 1 141 1 1 2.23 232.4 X
0.3cm 1 1.47 1 1 2.27 233.7 X
0.5cm 1 1.57 1 1 2.34 236.4 X
0.03cm 1 1 1 1 2 236.6
0.06cm 1 1.10 1 1 2.05 237.1 X
Bone Screw Minor diameter 0.18cm 1 1.24 1 1 2.13 236.2 X
0.28cm 1 1.25 1 1 2.14 234.7 X
0.54cm 1 1.38 1 1 2.21 232.7 X
Thread section 1 1 1.17 1 1 2.09 238.5 X
LCD-C 1 1 1 6.51| 6.74 238.8 X
LCD-E 1 1 1 8.46 | 8.64 236.9 X
Material replacemen LCD-N 1 1 1 5.72 | 5.98 238.2 X
LCD-SG 1 1 1 8.62 | 8.79 235.6 X
LCD-MG 1 1 1 5.94| 6.19 239.4 X
Benign #1 - 1 1 1 1 2 233.1 (TN)
Benign #2 - 1 1 1 1 2 235.3 (TN)
0.025cm 1 1.03 1 1 2.02 278.1
Solid region 0.05cm 1 143] 1193| 1 12.10 269.3 X
0.075cm 1 1.51| 13.98 1 14.13 271.4 X
0.1cm 1 1.89| 204 1 20.54 278.6 X
0.025cm 1 1.29| 3.78 1 4.24 266.8 X
Hollow region 0.05cm 1 131 7.62 1 7.86 278.2 X
0.075cm 1 140| 1463| 1 14.76 269.6 X
0.1cm 1 146 2571 1 25.79 2775 X
Bone Scaffold 0.025cm 1 1.38 | 1.23 1 2.33 279.9 X
Porous region 0.05cm 1 144 | 3.17 1 3.76 287.8 X
0.075cm 1 151| 6.33 1 6.66 278.3 X
0.1cm 1 1.63| 825 1 8.53 277.5 X
5 degree 1 1.3 1 1 2.17 270.1 X
Condyle angle 10 degree 1 1.6 1 1 2.36 278.4 X
20 degree 1 1.68 1 1 241 267.3 X
30 degree 1 2.08 1 1 2.71 288.1 X
Benign #3 - 1 1 1 1 2 268.8 (TN)
LCD-C 1 1 1 6.68 | 6.90 287.4 X
Material replacemen LCD-N 1 1 1 3.36 | 3.78 268.7 X
Lung-on-a-chip _ LCD-MG 1 1 1 |[545] 572 280.3 X
Benign #4 - 1 1.08 1 1 2.04 277.6 X (FP)
Benign #5 - 1 1 1 1 2 274.4 (TN)
Benign #6 - 1 [113] 1 1 2.07 280.2 X (FP)
Material replacemen LCD-G 1 1 1 5.38 | 5.65 278.2 X
Dental Guide Benign #7 - 1 1 1 1 2 276.1 (TN)
Benign #8 - 1 1 1 1 2 276.5 (TN)
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